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I. Executive Summary
This report analyzes three major digital-rights–related detention cases currently pending before the European Court of Human Rights (ECtHR): Özcan v. Türkiye (App. No. 18615/21), Kibar v. Türkiye (App. No. 20483/21), and A.S. v. Türkiye (App. No. 28241/21).
All three applicants were detained solely due to the use of a digital encrypted application, without evidence of any criminal act.
These cases form a cluster litigation pattern, exposing structural problems in Türkiye’s criminal justice system, where:
· encrypted communication,
· metadata patterns,
· digital association indicators
are misused as criminal evidence — in violation of the right to liberty (Article 5) and freedom of expression (Article 10).
This report provides a detailed overview of procedural violations, thematic problems, and the broader regional impact on digital rights and personal freedom.

II. Introduction
Between 2021 and 2024, the Strategic Litigation Center submitted three high-impact ECtHR applications focusing on the criminalisation of encrypted communication technologies.
The cases arose from systemic reliance on:
· metadata analysis,
· digital footprints,
· indirect online associations,
· use of legally downloaded encrypted apps
as grounds for suspicion under counter-terrorism laws.
This emerging trend raises urgent questions:
· Can digital communication be criminalised?
· Is encryption itself evidence of wrongdoing?
· Does app usage justify pretrial detention?
· Can metadata meet the ECtHR’s “reasonable suspicion” test?

III. Methodology
This report relies on:
· full ECtHR application forms
· domestic case files
· detention records
· witness statements
· forensic digital reports
· ECtHR case-law on Articles 5, 6, and 10
· comparative jurisprudence from CJEU and Inter-American Court
· academic digital-rights analysis
· UN reports on digital repression
Analytical framework includes:
1. Legality of detention under Article 5(1)(c)
2. Reasonable suspicion threshold
3. Digital privacy & encryption norms
4. Predictive policing and metadata misuse

IV. Case Summaries (Detailed)

1. Özcan v. Türkiye (App. No. 18615/21)
Background
Applicant arrested solely because authorities claimed his metadata “matched a digital communication pattern” associated with an encrypted app.
Key Issues
· No content was retrieved.
· No criminal action alleged.
· No organisational membership proven.
· Detention based entirely on metadata.
Legal Concerns
The detention violates:
· Article 5(1): no reasonable suspicion
· Article 5(4): lack of judicial review
· Article 10: chilling effect on digital privacy

2. Kibar v. Türkiye (App. No. 20483/21)
Background
Applicant accused due to algorithmic pattern analysis linking him to a digital group chat.
Key Issues
· Predictive policing method used
· “Risk score” generated from metadata
· No other evidence supporting allegations
Legal Concerns
· Algorithmic scoring incompatible with ECtHR standards
· Violates “foreseeability” principle
· Detention arbitrary and discriminatory

3. A.S. v. Türkiye (App. No. 28241/21)
Background
Applicant detained because of encrypted communication app usage during a specific period.


Key Issues
· App not illegal
· Applicant used it for private communication
· State used mass metadata lists as evidence
Legal Concerns
· Detention presumes guilt based on technology
· Violates legality and proportionality
· Serious implications for digital privacy rights

V. Cross-Cutting Findings
1. Criminalisation of encryption
All three cases demonstrate that digital encrypted communication is treated as evidence of criminality.
2. Use of metadata instead of content
Authorities relied exclusively on:
· connection logs
· download timestamps
· WiFi proximity
· contact graphs
without any indication of wrongdoing.
3. Violation of “reasonable suspicion” threshold
ECtHR requires:
· factual basis
· specific acts
· verifiable conduct
None existed in these cases.
4. Predictive-policing style techniques
Authorities deployed:
· algorithmic pattern matching
· “digital network analysis”
· proximity scoring
These tools lack transparency and legality.
5. Discriminatory application
The practices disproportionately targeted:
· political dissidents
· journalists
· teachers
· refugees
· individuals exercising digital privacy rights

VI. Legal Analysis
Article 5(1)(c) — Reasonable Suspicion
Encrypted app usage ≠ reasonable suspicion.
Article 5(3) — Judicial Review
Courts failed to question:
· lack of evidence
· digital forensics reliability
· metadata authenticity
Article 10 — Freedom of Expression
Criminalising encrypted communication violates:
· digital expression
· private digital association
· anonymity
Article 8 — Privacy
Mass metadata collection constitutes a broad privacy intrusion.



VII. Impact Analysis
1. European Precedent on Digital Rights
These cases will influence:
· the legality of metadata-based detentions
· digital privacy protections
· encryption rights jurisprudence
2. Regional Impact
Türkiye’s approach resembles:
· predictive policing in the Middle East
· mass surveillance in authoritarian contexts
· digital repression patterns noted by UN Special Rapporteurs
3. Strategic Litigation Value
Because these three cases form a cluster, they can:
· shift ECtHR jurisprudence
· strengthen challenges against digital criminalisation
· help NGOs build broader coalitions
4. Funding & Advocacy Impact
· encryption rights
· metadata misuse
· digital repression
· unlawful detention

VIII. Recommendations
To Governments
· Stop using digital metadata as criminal proof.
· Ensure any digital investigation complies with legality and necessity.
· Establish independent forensic review mechanisms.
To the ECtHR
· Clarify limits on metadata-based suspicion.
· Establish jurisprudence protecting encryption rights.
To NGOs and Lawyers
· Use these cases as blueprint for challenging digital detentions.
· Build clusters of similar cases for maximum judicial impact.
· Document algorithmic policing practices.

IX. Conclusion
The cases before the ECtHR reveal an emerging and dangerous trend: the transformation of digital technologies into tools of repression. Detaining individuals based purely on encrypted communication or metadata undermines fundamental rights and threatens the foundations of a democratic digital society.
These three cases, when decided, may become landmark judgments shaping European digital rights for years to come.
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